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The proposal has been reviewed with particular reference to Police CPI's Secured by Design guidance
and in accordance with the recognised principles of Crime Prevention Through Environmental Design.

The following comments should be considered in the light of the following:

e Under the heading Promoting Healthy and Safe Communities, Para 96(b) of the NPPF 2024 states
“Planning policies and decisions should aim to achieve healthy, inclusive and safe places which -
are safe and accessible, so that crime and disorder, and the fear of crime, do not undermine the
quality of life or community cohesion ...”;

e Under the heading Achieving Well-Designed Places, Para 135(f) of the NPPF 2024 states
“Planning policies and decisions should ensure that developments - create places that are safe ...
and where crime and disorder, and the fear of crime, do not undermine the quality of life or
community cohesion and resilience”;

e  Staffordshire Moorlands Local Plan - Design Consideration, Spatial Objective SO10 — “To deliver
sustainable, inclusive, healthy and safe communities”;

o  The statutory obligation placed on local authorities to do all they reasonably can to prevent crime
and disorder in accordance with Section 17 of the Crime and Disorder Act 1998;

e The 2006 CABE document entitled ‘Design and Access Statements: How to Write, Read and Use
Them’, which states “Statements should demonstrate how development can create accessible
and safe environments, including addressing crime and disorder and fear of crime”.

1. Redevelopment of the site broadly along the lines indicated to give a redundant historic
building/s a new lease of life is welcomed in principle. Key to the successful redevelopment of the
site though (from a policing and crime prevention perspective) will be well-conceived access
control arrangements and suitably robust physical security provision coupled with engaged pro-
active site management. Any deficiency in these regards has the potential to subject the site to
the risk of issues arising in the future, which clearly is in the best interests of all to avoid, not
least the residents.

2. The apartments should afford a good level of overlooking of the street and the off-road external
space within and beyond the site boundary, which should be generally beneficial. It is noted that
an external double-decker cycle rack and shelter is to be provided for the residents to store
cycles. Staffordshire Police have concerns about the publicly accessible nature of this provision.
Cycles have become increasingly popular and expensive, and cycle theft continues to be a
significant problem nationwide. Offenders using concealed tools can be adept at overcoming



inadequately secured cycles in publicly accessible locations. Essentially, the cycles stored here
would be wholly reliant upon the attack-resistant quality of the lock/s used to secure them in situ,
more especially overnight.

A brief section entitled ‘Designing Out Crime” within the applicant’s Design Access Statement &
Heritage Statement starts “consideration has been given to the role that community safety and
crime prevention can play in creating successful developments”, which at face value is
encouraging. If the applicant is serious about designing out criminal opportunity, their attention is
directed to the fact that there are alternatives,
whereby access to the cycles is denied in some
form of robust security-certified enclosure.
Consequently, it is recommended that these
alternatives are explored and an appropriate
product/s installed instead. There are a number
of manufacturers with police Secured by Design
preferred specification status products, which are
listed on that website. Just by way of example,
Cyclehoop’s Bikehangar shown opposite is
accredited Pedal Cycle Diamond by the Sold
Secure security test house and comes with
different locking options including using a
bespoke smatphone app.

As an aside, if a residents’ pack is to be provided, it is requested that a copy of the police’s
Secured by Design Security Advice Guide — Bike Security Tips leaflet is included as per the
following link or any subsequent updated version thereof -

BIKE SECURITY LEAFLET A4 4pp nov 22.pdf (securedbydesign.com) .

Externally, lighting will need to be such that a safe environment is provided during the hours of
darkness for residents and visitors alike, and which also seeks to deter any criminal or anti-social
attention. The relatively small external footprint and available building elevations should
significantly help in this regard.

In terms of building access, residents should only be able to access the building via the
communal entrance that serves their particular flat. For example, the residents of flats 1, 7, 12
and 17 are all served by one communal entrance. There is no justification for the residents of the
other flats to be able to gain access to that communal entrance.

Restricting access at the communal building entrances to residents only reduces criminal and
anti-social opportunity within by outsiders, and provides a safer living environment. Resident
access at each communal entrance should be provided by some form of security encrypted
electronic key such as a fob etc — security encryption being vital to prevent unauthorised copying
and undermining of the access control system. A suitable combined auditable access
control/visitor door entry system should be incorporated in the proposals. There should be a
vandal-resistant external door entry panel with a linked camera at each communal entrance to
enable audio/visual communication between visitors held there and each individual resident
within their flat, with remote communal door release from each unit to admit bona fide visitors.
Factored in should be the ability to display the image of the caller before the call is answered, so
the resident can choose whether to answer the call or not. Amongst other things, the access
control system should have the facility to record and identify the location, user, type, time and
date of every system event with sufficient memory storage available for a period of not less than
30 days. Images from the camera system should be stored for a minimum of 30 days also. The
occupant of flat 4 who will have an external entrance of their own (aside from sharing this with
building management to access the service room) could perhaps have a standalone audio/visual
intercom arrangement and physically attend to answer the outer door to visitors.

An auditable fully programmable access control visitor door entry system can enable effective
management oversight of the security of a building and on occasion, help identify a security issue
etc with a particular resident/tenant. Of note, the visitor door entry and access control system
should avoid the incorporation of a traditional tradesperson or time-release button, as historically
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these have been abused and can substantially undermine building security, result in anti-social
behaviour and adversely impact resident safety or a sense of safety.

There is currently no indication how routine mail would be received by residents. It will be
important that this is well considered in order to avoid compromising the security of the building
and that of individual residents that might arise through theft of mail, which can result in fraud,
identity theft issues etc. The two building communal flat entrances (serving 4 and 12 flats
respectively) each feature a small shared internal space, which suggests one secure option. Each
small shared space could lend itself to the location of post boxes for each flat served by that
communal entrance and convenient delivery of post by the Royal Mail via time-limited fob/coded
access into that shared space/lobby. Ideally, the individual post boxes should be certified to the
security standard TS009. Similarly, restricted access arrangements to the building for parcel
delivery drivers might be worth considering. However, individual parcel boxes would be required
since parcels insecurely left can be simply stolen, provide obstacles/clutter, even be an arson risk
etc. Security certified parcel boxes are also available such as those with police Secured by Design
accreditation. The mail (and any parcel) boxes should ideally be under CCTV surveillance camera
coverage. Clearly secure mail receipt arrangements for the flat 4 occupant would need to be
factored in, but these could perhaps be provided externally.

Well-conceived access control, visitor and postal/parcel receipt strategies and arrangements
should be coupled with robust physical security provision. Robust security arrangements can also
help safeguard the applicant’s investment in the property and reduce ongoing maintenance costs.
The communal entrance doorsets into the building plus any internal doorsets serving a security
function/featuring access control will need to provide a robust physical barrier to unauthorised
entry. Where any existing external communal entrance doorsets are to be retained, repaired and
refurbished as necessary, ensuring they are suitably attack-resistant will also need to form part of
the refurbishment criteria. Where new external communal entrance doorsets are installed, it is
recommended that a product is opted for which have been tested to, and importantly, is fully
certificated by an independent third party, accredited by a United Kingdom Accreditation Service
(UKAS) Notified Body in the name of the manufacturer/fabricator to a suitably recognised manual
attack-resistant security standard. Relevant standards can be found in the police’s Secured by
Design Residential Guide 2025 just published. Such products provide an independently proven
level of attack-resistance, that non-security certified products are unable to provide. Any
replacement communal entrance doorset would also need to be fit for purpose in terms of its
wider performance requirements in accordance with BS6375-2:2009.

It is recognised that there are strong heritage considerations in relation to this building/s, which
have the potential to impact upon certain choices in terms of doors and windows etc. It should
be noted though that this need not automatically rule out the utilisation of independent third-
party security certified products, since some specialist providers will exist. In terms of windows
etc, the utilisation of internal secondary glazing can also be used to enhance security aside from
its other functionality.

To provide a safer and more secure living environment, the individual flat entrance doorsets will
need to provide the residents with the same level of attack-resistance as if they were front doors
situated on a street. All flat entrance doorsets should incorporate a suitable door opening
restrictor (for example, door chain/bar) and some suitable means (vision panel, fire-rated door
viewer etc) whereby residents can observe who is at the door, before it is opened. These
elements should part of the security doorset scope of certification. It is recommended that
individual flat entrance doorsets are installed which have been tested to, and importantly, are
fully certificated in the name of the manufacturer/fabricator by an independent third-party,
accredited by a United Kingdom Accreditation Service (UKAS) Notified Body to a suitably
recognised manual attack-resistant security standard (see aforementioned Residential Guide 2025
document for these and extended guidance). Such independently third-party security certified
doorsets are widely available and satisfy rigorous material performance standards aside from
security ones. The doorsets would also need to be fit for purpose in terms of its wider
performance requirements in accordance with BS6375-2:2009. The less satisfactory alternative
would be to rely upon products which have no such independent third-party security certification
and hence an unquantifiable and indemonstrable attack-resistance capability, which could be to
the detriment of the future residents/tenants.
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The applicant’s attention is directed to the 2019 publication entitled, ‘A Guide for Selecting Flat
Entrance Doorsets — A publication for housing associations, landlords, building owners and local
authorities in England’. This is jointly produced by the police’s Secured by Design initiative, the
Fire Industry Association and the Door Hardware Federation, and discusses the need for flat
entrance doorsets to have relevant dual third-party certification for both fire and security. This is
in the light of the fact that security and fire have equal standing where Building Regulations are
concerned.

Extending from this principle, where there is a requirement for a doorset to be fire, smoke and
security rated, e.g. apartment entrance doorsets, some doorsets aiding security
compartmentation and/or to meet a building regulation requirement, the finished product being
supplied to site by the manufacturer or fabricator should possess a single independent third-party
certificate from a UKAS accredited certification body satisfying all those performance elements.
Where the requirement is just fire and security, a single certificate as per above should satisfy
both performance elements.

There is tremendous potential to create secure and safe apartment accommodation as long as
the applicant gives adequate attention to matters relating to designing out criminal and anti-
social opportunity, and designing in community safety. To this end, the above information has
been provided which could benefit the applicant (and future occupants). The police’s Secured by
Design Residential Guide 2025 aims to provide best practice guidance and recommendations to
the design, developer and construction sectors in relation to crime prevention and security
considerations for a wide range of new build and refurbishment residential settings including flats
with communal entrances serving different numbers of units. Within that document, aside from
minimum recommended physical security standards for doors serving a security function, and
information on access control and visitor door entry systems, secure postal receipt options, cycle
stores etc, a raft of other useful crime prevention and community safety-related, layout and
physical security information is contained therein. As such it is brought to the applicant’s
attention in order that the applicant can ensure that pertinent elements are suitably
addressed/incorporated within the proposals as they proceed.

The inclusion of a small-scale CCTV surveillance system covering relevant external and communal
internal spaces could be very beneficial for any variety of reasons, not least in providing
reassurance to residents/tenants and better management oversight of the building. Should the
applicant pursue this, amongst the host of guidance available within the aforementioned
Residential Guide 2025, there are a couple of very useful sections (36-37) included on that
subject.

There are a range of other useful CCTV guidance documents available online. Picking out one in
particular, the Surveillance Camera Commissioner Buyers Toolkit is a comprehensive easy-to-
follow 5 steps to achieve success’ guide for non-experts thinking about buying a CCTV system
and want to ensure they avoid common mistakes and buy an effective system that does what
they want it to do. It is full of advice and tips on how to get the best out of any prospective
supplier. It also covers relevant standards and current legislation (correct at time of its
publication).

Any CCTV system should be supplementary to the provision of robust physical security and
access control arrangements rather than attempting to compensate for inadequate provision in
either of those aspects. Where CCTV is being considered, the drafting of a CCTV Operational
Requirement by the applicant at the outset would be essential to establish the remit of any CCTV
surveillance camera system, what areas need to be covered and for what purpose, and to help
inform system requirements with a view to ensuring the professionally designed and installed
system ultimately serves its intended purpose.

In terms of designing and installing a fit for purpose system, standard police advice would be to
opt for a professional CCTV company which has either relevant National Security Inspectorate
(NSI) or Security Systems and Alarms Inspection Board (SSAIB) accreditation for CCTV systems.

As the forward to the RIBA's ‘Security Overlay to the RIBA Plan of Work’ advises, “many security
measures need consideration and integrating proactively into the design strategies as early as
possible.” The RIBA Security Overlay should be used to underpin proposals and be a key driver



within the whole design/planning/construction process right through to site operation and
resident occupancy as far as security and community safety are concerned. The intention is not
to stifle creativity, but to seek to ensure that ultimately a development results that will benefit
the future residents and town centre in general over the long term by minimising criminal and
anti-social opportunity, and providing a safer environment. As the RIBA document identifies,
security provision should be designed in as an integral part of the proposals rather than being an
add-on, afterthought or needing to be provided in response to any incidents that subsequently
arise. Security should be embedded from the outset and evident at this planning stage with
safety/security layout vulnerabilities designed out and where opportunities to incorporate
appropriate physical and technological measures are most easily accommodated and are more
financially viable rather than later within the redevelopment process or retrospectively when it
may be more difficult or costly to do so. Furthermore, the temptation for value engineering to
occur at any point in the process, which might compromise security, community safety or provide
unwanted criminal/anti-social opportunity in the future, should be resisted.

21. It will be essential that the converted residential block possesses robust access control and
physical security arrangements amongst other things with the layout providing a safe
environment that restricts criminal and anti-social opportunity. While there are no doubt certain
constraints, there is also be a tremendous opportunity to provide a secure internal layout
incorporating robust physical and technological security measures. A well-conceived security
strategy should underpin what is proposed. The above observations, comments,
recommendations and attention drawn to the aforementioned Residential Guide 2025 have been
provided with a view to encouraging criminal and anti-social opportunity to be designed out and
community safety to be designed in, in line with national and local planning guidance, and good
practice design guidance. As such, as well as contributing towards the LPA’s consideration of the
proposals and subsequent determination of the planning application, it is requested that this
response is brought to the attention of the applicant for their due consideration.

Crime Prevention advice is given freely without the intention of creating a contract, and
all comments and recommendations are site specific. Staffordshire Police and the Home
Office do not accept any legal responsibility for the advice given.

David Elkington
Designing Out Crime Officer

For more information on Secured by Design, design guides and interactive 3D design guides, visit
www.securedbydesign.com

Note - Should this application ultimately meet with approval, it is requested that an informative note
for the applicant is attached to the bottom of the decision notice directing them to advice on
construction site security. It is always important to protect against plant, material and tool theft etc
and provide a safe construction site which denies unauthorised intrusion. Such consideration to site
security is more apposite given the recent spate countywide of boilers from completed houses on
residential developments awaiting handover. Wording along the following lines would be ideal.

‘For online advice on construction site security to deter such incidents as theft of plant, equipment,
tool, materials and boilers, criminal damage and to promote a safe site, which prohibits unauthorised
intrusion, the applicant’s attention is directed to the following publications from recognised bodies:

e Construction Site Security — A Guide (British Security Industry Association)

e Construction Site Security Guide 2021 (Secured by Design)

e Construction Site Security Guide (National Business Crime Centre)’


http://www.securedbydesign.com/

